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Abstract— We consider the problem of system identification
of linear time invariant systems when some of the sensor
measurements are changed by a malicious adversary. We treat
adversaries as omniscient and impose no restrictions (statistical
or otherwise) on how they can alter the measurements of
the sensors under attack. Given a bound on the number of
attacked sensors, and under a certain observability condition,
we show that we can construct models that are useful for certain
control purposes, e.g., stabilization. We also provide a precise
characterization of the equivalence relation that identifies which
models cannot be distinguished in the presence of attacks.

I. I NTRODUCTION
The recent spate of publicized attacks on cyber-physical
systems ranging from cars [1] to infrastructure [2] has led
to significant research on security of cyber-physical systems,
(see for example, [3], [4], [5], [6] and references therein).
One mechanism advocated in several recent works is to
use the properties of the system dynamics to defend against
sensor attacks (see for example [7], [8], [9], [10], [11] and
references therein). The basic assumption in these papers is
that the system model is accurately known to all parties.
In this paper we ask the question of whether one can
identify the system despite attacks on sensor measurements.
Clearly this can be an ill-posed problem. For instance,
consider the system in Figure 1 labeled “attack free” and its
attacked version labeled “under attack”. The attack consists
in changing the output of the pth sensor from c p x to c0p x.
Since the resulting system is still Linear Time-Invariant
(LTI), we cannot expect to distinguish the attacked system
from the un-attacked system in the bottom of Figure 1 solely
based on the (corrupted) measured data. Therefore, we seek
to characterize the equivalent class of systems that cannot
be distinguished in the presence of attacks. Moreover, we
show that despite being impossible to distinguish between
two systems in the same equivalence class, we can use the
identified model for the purpose of stabilization.
The main result in this paper is a characterization of
this equivalence class, for given bounds on the number of
sensors attacked as well as a certain observability condition
on the underlying system (see Sections II and III for more
details). We also demonstrate that identification up to this
class is indeed useful, as we can use it to stabilize the
underlying system. These results generalize the classical
results in system identification without any attacks, where
there is a characterization of such an equivalence class (of
“similar state-space representations”) see for example [12].
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Fig. 1: An example that illustrates the impossibility of exact
system identification under adversarial attacks. Consider the
system labeled “attack free” and its attacked version labeled
“under attack”. The attack consists in changing the output of
the pth sensor from c p x to c0p x. Since the resulting system is
still LTI, we cannot expect to distinguish the attacked system
from the un-attacked system 2 solely based on the (corrupted)
measured data.

The paper is organized as follows. In Section II we give
the precise formulation of the problem after establishing the
notation used in the paper. Section III gives the main result
which is proved in Section IV. In Section V we discuss a
computational implementation of the proposed results and
conclude with a discussion in Section VI. Proofs are given
in [13] due to the space constraint.
A. Related work
Among the several different security problems reported in
the literature, e.g., denial-of-service [14], [15], [16], [17],
man-in-the-middle [18], etc, the results in this paper are
closest to the line of research on the secure state estimation
problem, [7], [9], [19], [20], [21], [22] and [23]. The problem
of secure and resilient state estimation in the presence of
malicious agents has recently gained attention, [8], [10],
[11], [21] and [24]. Fawzi et. al. [7] considered the problem
of control and estimation of LTI systems under adversarial
attacks. The authors exploit the dynamics of the system for
the identification of attacks. As mentioned, in this paper
we study the problem of identifying attacks when the plant
is not known. Using a coding theoretic approach, Fawzi
[7] investigated conditions under which attack detection is
possible and showed this problem to be closely related to
observability under the absence of several sensors. This
notion was further refined by Shoukry et. al. [23] and called
it sparse observability. Independently, Chong et. al. [19]
investigated the same problem and introduced the notion
of observability under attacks. Mishra et. al. [25] analyzed
the noisy version of this problem and identified its optimal
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solution for Gaussian noise. Secure state estimation for a
class of non-linear plants has been explored recently e.g.,
[9], [20], [24] and [26].
In another line of work, Tiwari et. al. [27] considered
the problem of determining sensor spoofing attacks. Their
proposed two-step method does not rely on the dynamics of
the system. In the first step, they construct a safety envelope
to be used for attack detection. This method relies on the
attack-free stream of data for the first step. In contrast, our
method can be applied directly to the corrupted data and
does not rely on the existence of attack-free data.
II. P RELIMINARIES AND PROBLEM DEFINITION
A. Notation
We represent vectors and real numbers by lower case
letters, such as u, x, y, and matrices with capital letters, such
as A. The sets of non-negative integers, natural and real
numbers are denoted by N0 , N and R, respectively. For a vector x ∈ Rn and O ⊆ {1, . . . , n}, we denote the vector obtained
from x by removing all the elements except those indexed by
O by x|O . We denote the size of O by |O|. For a given vector
space Y ⊆ Rn , we use the notation Y|O = ∪y∈Y {y|O }. We
denote the space of polynomial matrices in the indeterminate
σ of dimension a × b by Ra×b [σ ].

T ⊆ N0 the time axis, W the signal space, and B ⊆ WT a
collection of time series called its behavior. In the context
of control systems the signal space is often decomposed into
input and output spaces, i.e., W := U × Y, where U and Y
denote the input and the output spaces, respectively.
In the remainder of this paper, we refer to discrete-time
dynamical systems simply as systems. We say that a system
S = (T, W, B) explains a time series w if w ∈ B|[0,T ] , where
B|[0,T ] := {Π[0,T ] w|w ∈ B}, and Π[0,T ] : WT → WT +1 is the
natural projection mapping of the time series w : T → W
that restricts it to the subset {0, . . . , T } of its domain. We
say a map Π : M → N is a linear projection if it is linear and
surjective.
The notion of system in Definition 2 is quite general. In
this paper we focus on systems that are linear and timeinvariant.
Definition 3: (LTI system) A system S = (T, W, B) is
linear when the signal space W is a vector space and B
is a linear subspace of WT . System S is time invariant if
σ B ⊆ B, where σ is the backward shift operator on the
time series (σ w)(t) := w(t + 1) and σ B := {σ w|w ∈ B}.
We say S is Linear Time-Invariant (LTI) if it is both linear
and time-invariant.
Consider the difference equation

B. Definitions

R0 w(t) + R1 w(t + 1) + . . . + Rl w(t + l) = 0,

In this paper we use many ideas from the behavioral
approach to system theory introduced by Willems, see, e.g.,
[28] and [29]. Since all we have access to is data generated
by a system, i.e., behaviors, the behavioral framework provides a natural setting to investigate what can be inferred
from data even in the presence of attacks.
Definition 1: (Time series) A time series is a map
w : T → W, where T ⊆ N0 is the time axis and W is the
signal space.
In this paper, T = {0, . . . , T } and W = Rd , where
T ∈ N ∪ {∞} and d is the dimension of signal space. We
represent time series by lower case bold letters, such as w,
and the restriction of w to the i-th component as wi . For a set
O ⊆ {1, . . . , d}, we denote the time series obtained from w
by removing all the components except those indexed by O
by w|O , i.e., w|O (t) := w(t)|O . In this paper, we use the terms
“sequence”, “time series” and “trajectory” interchangeably.
For times series u : T → U and y : T → Y, we use the
notation (u, y) to denote the time series w : T → U×Y where
w(t) := (u(t), y(t)) for t ∈ T.
We denote the Hankel matrix of time series w by


w(0)
w(1) . . .
w( j − 1)


.
 w(1)
w(2) ..
w( j) 

 . (1)
Hi, j (w) := 

..
..
..
..


.
.
.
.
w(i − 1) w(i) . . . w(i + j − 2)

We also denote a Hankel matrix by Hi (w) whenever j takes
the maximal possible value, i.e., Hi (w) = Hi,T −i+1 (w).
Definition 2: (Discrete-time dynamical system) A discretetime dynamical system S is a 3-tuple S = (T, W, B), with

(2)

where Rτ ∈ Rg×d , for τ ∈ {0, . . . , l}. This difference equation
(2) induces a dynamical system via the representation
B = {w ∈ Rd

N0

| (2)

holds}.

(3)

One can write (2) compactly in terms of polynomial matrices
as R(σ )w = 0, where R(z) := R0 + R1 z + . . . + Rl zl = 0,

N
ker R(σ ) := {w ∈ Rd 0 |R(σ )w = 0}.
(4)
We call representation (4), a kernel representation of the
behavior (3). The maximum lag of the kernel representation
is the maximum degree of the polynomial matrix, which for
(2) is equal to l.
For a given behavior the kernel representation exists1 but it
is not unique, however they are all related by an equivalence
relation. In a shortest lag kernel representation, R is row
proper, see chapter 7 in [29].
In order to define the complexity of an LTI system for the
purpose of identification, one can define the following terms.
Definition 4: (Lag and order of a behavior) We define the
lag of a behavior, B, as the maximum lag of its shortest lag
kernel representation and denote it by l(B). We denote the
order of the system by n(B), which is defined as the state
dimension of its minimal state-space realization.
We denote the class of LTI systems with m inputs, p
outputs and minimal state dimension of at most n by Lmm+p,n
1 Under the assumption of completeness of the behavior. We refer interested reader to chapter 7 in [29]
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Not all behaviors can be identified solely based on input
and output trajectories. In order to identify a behavior, a
notion of controllability is necessary, see chapter 8 in [29].
Definition 5: (Controllability) The system B is controllable if for any two trajectories w1 , w2 ∈ B, there is a third
trajectory w ∈ B and t2 > t1 > 0, such that w(t) = w1 (t), for
all t ≤ t1 , and w(t) = w2 (t), for all t ≥ t2 .
In order to address the resilience of a system to adversarial
attacks, we need to formalize redundancy in the outputs.
Observability in the behavioral framework captures this
concept.
Definition 6: (Observability) Let (T, W1 × W2 , B) be a
time-invariant dynamical system. Trajectories in B are written as (w1 , w2 ). We say w2 is observable from w1 if for all
(w1 , w2 ), (w1 , w02 ) ∈ B we have w2 = w02 .
In general, state-space observability (see chapter 3 in
[12]) and observability in the behavioral framework are
different
 notions.
T However, in the special case when
(A, B, C1T C2T , D) is the minimal realization of the system S = (T, U × Y1 × Y2 , B), observability of y2 from (u, y1 )
is equivalent to state-space observablity of (A,C1 ).
Definition 7: (Quotient
system)
We
say
SQ = (T, U × YQ , BQ ) is a quotient of S = (T, U × Y, B)
if both have the same input space and there exists a linear
projection denoted by Π : U × Y → U × YQ such that
BQ = ΠB := {w|∃w0 ∈ B s.t. w(t) = Πw0 (t), ∀t ∈ T}.
When Y ⊆ R p , O ⊆ {1, . . . , p}, and Π is the natural
projection mapping from U × Y to U × Y|O , we represent
this specific quotient subsystem (T, U × Y|O , ΠB) by S|O .
C. Preliminaries
We define the notion of s-sparse observability in the
behavioral setting by drawing inspiration from the state-space
notion introduced in [23].
Definition 8: (s-Sparse observability) System S is s-sparse
observable if any s outputs are observable from the input and
the remaining outputs.
Given any minimal state-space realization of the system,
this definition is equivalent to Definition 3.1 in [23].
Proposition 1: System S is s-sparse observable if for
any minimal realization (A, B,C, D), (A, B,C|O , D|O ) is observable for any subset O of indices with |O| = p − s, where
p is the number of outputs.
Proof: By definition of s-sparse observability.
The following concepts will be used to characterize identifiability subject to attacks.
Definition 9: (Parallel composition) Consider systems
Si = (T, U × Yi , Bi ) for i ∈ {1, 2} with the same input space.
The parallel composition of S1 with S2 is the system
(T, U × Y1 × Y2 , B), where B is defined by
T
{(u, y1 , y2 ) ∈ U × Y1 × Y2 |(u, y1 ) ∈ B1 , (u, y2 ) ∈ B2 }.
(5)
Definition 10: (Similar modulo outputs) Two LTI systems,
S1 and S2 , with the same input space are called similar
modulo outputs, if both of them have the same order n, and
there exists an n-dimensional subspace which is invariant

under the dynamics of the parallel composition of S1 with
S2 . We denote this relation by ∼.
To the best of the authors’ knowledge, similarity modulo
outputs has not been introduced before in the literature.
This notion will be used in Section III for the purpose of
characterizing systems under adversarial attacks.
The following lemma is useful in characterizing similar
modulo outputs systems.
Lemma 1: Two systems S1 and S2 are similar modulo
outputs if and only if for any minimal realizations of S1 and
S2 , denoted by (A, B,C, D) and (A0 , B0 ,C0 , D0 ), respectively,
there exists a linear change of coordinates, P, such that
A0 = PAP−1 ,
B0 = PB,

(6)

Proof: The proof is omitted due to the space constraint
[13].
Now, we are ready to prove that similarity modulo outputs
is an equivalence relation and divides Lmm+p,n into equivalence classes.
Proposition 2: Similarity modulo outputs is an equivalence relation.
Proof: Reflexivity and symmetry hold based on the
definition. Transitivity is clear by Lemma 1.
In Information Theory, the Hamming distance is typically
used for quantifying the error correction capability of codes.
We define the Hamming distance between two time series
similarly to classical coding theory for detecting the attacks
on the outputs. We can think of each time series, such as w,
as a code and wi for i ∈ {1, . . . , d} as symbols.
Definition 11: (Hamming distance) For two time series
y and z the Hamming distance between y and z is the
maximum number of indices, i, such that yi 6= zi .
Note that yi is a function. Hence, the equality yi = zi is
to be understood as yi (t) = zi (t) for all t ∈ {0, . . . , T }.
D. Problem definition
We consider the problem of system identification of LTI
systems when sensor measurements are subject to adversarial
attacks. The adversary is omniscient and can arbitrarily alter
sensor measurements. We impose no assumptions on the
signals injected by the adversary. However, we assume that
we know an upper bound on the number of attacked sensors.
Assumption 1 (Bound on the number of attacked sensors):
We assume that an upper bound s on the number of attacked
sensors is given.
The following assumption is required, otherwise even the
identification of the system in the absence of attacks becomes
an ill-posed problem.
Assumption 2 (Identifiablity given the input sequence):
The behavior of the underlying system is identifiable from
the unattacked sequence.
For LTI systems, this assumption can be further simplified.
Proposition 3: (see Theorem 8.16 in [29]) The behavior
B ∈ L w is identifiable from the exact data w := (u, y) ∈ B
if B is controllable and Hl(B)+n(B)+1 (u) is of full row rank.
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We refer to the latter condition as persistency of excitation
of the input sequence.
Note that applying proposition 3 requires the knowledge
of l(B) and n(B) a priori. One should not expect to know
these parameters exactly, however, upper bounds are assumed
to be known, denoted by lmax and nmax , respectively. We can
then use these bounds in proposition 3 rather than using the
exact values, see chapter 7 in [29].
Now, we are ready to precisely state the problem we
are studying. The underlying LTI system is denoted by
S = (N0 , U × Y, B) with U = Rm and Y = R p . System S
is controllable and upper bounds on the lag and order of
its behavior are given by lmax and nmax , respectively. The
available data is the time series (u, y), where u is the input
sequence and y is the attacked output sequence. Each output
corresponds to one sensor measurement.
The sensor measurements are given by, y = yS + yattack ,
where yattack is the signal injected by the adversary that
can attack a set of sensors K ⊂ {1, . . . , p} with |K| ≤ s.
We assume the attacker can choose a set K with |K| ≤ s
of sensors to be attacked and to only attack sensors in this
set. This assumption is motivated by the fact that the time it
takes for the adversarial agent to attack new sensors is small
compared to the time scale of the modern control systems.
Although we know the upper-bound s on the cardinality
of K, we do not know K. We do not impose any further
restrictions on yattack , and yattack |K can be any arbitrary
sequence. Furthermore, by Assumption 2, Hlmax +nmax +1 (u)
is of full row rank.
Problem statement: Given the sequence (u, y), we seek
answers to the following problems:
1) Identify a model that explains the input-output
behavior of the unattacked sensor measurements
(u, y|{1,...,p}\K ). Note that such a model is not unique.
2) Characterize the equivalence class of models that can
explain this sequence.
3) Stabilize the true underlying system using the identified model.
III. M AIN RESULT
In this section, we briefly present our main result and its
implications. In Section IV-B we prove our main result using
tools that we develop in Section IV-A.
Theorem 1: The Hamming distance between output trajectories of two 2s-sparse observable systems that are not
similar modulo outputs is at least 2s + 1, provided that
Assumption 2 holds for both of them.
In the introduction, we argued that one can only identify
the system up to an equivalence class, using the corrupted
data. Theorem 1 essentially states that under a 2s-sparse
observability assumption, it is possible to find a model which
is closely related to the underlying system via the similarity
modulo outputs relation. We elaborate more in Section IV-B.
Theorem 2: Let us denote an s-sparse observable system
that explains (u, y|O ) by S0 , where O is any subset of at
least p − s sensors such that (u, y|O ) can be explained by
an s-sparse observable system. System S is similar modulo

outputs to S0 and any controller that stabilizes S0 also
stabilizes S, provided that S is an 2s-sparse observable system
and Assumptions 1 and 2 hold.
Theorem 2 essentially states that given the corrupted time
series, one can still identify a relevant model that is similar
modulo outputs to the underlying system. Furthermore, this
model suffices for stabilizing the system, i.e., one can design
a stabilizing control law for this hypothetical system and use
it for stabilizing the underlying system.
IV. P ROOFS
A. Preliminary results
In this section, we present several results that will be used
to prove the main result in Section III.
The following relationship between observability and similarity modulo outputs will be used to prove the main result.
Proposition 4: The following are equivalent for any system S = (N0 , U × Y1 × Y2 , B):
1) y2 is observable from (u, y1 ).
2) S and SQ = (N0 , U × Y1 , BQ ) are similar modulo outputs, where BQ = ΠB and Π : U × Y1 × Y2 → U × Y1
is the natural projection mapping.
Proof: The proof is omitted due to the space constraint
[13].
The following corollary will be used in order to prove the
main result.
Corollary 1: Consider
an
s-sparse
observable
system S = (T, U × Y, B). Any quotient system of S,
S|O := (T, U × Y|O , B|O ), where O ⊆ {1, . . . , p} and
|O| = p − s, is similar modulo outputs to S.
Proof: Based on the definition of s-sparse observability
and Proposition 4. See [13] for more detail.
B. Proof of Theorem 1
Similarity modulo outputs is an equivalence relation and
it divides the set of all LTI systems into equivalence classes.
Using the tools developed in Section IV-A, we are ready to
prove Theorem 1.
Proof: Assume that the Hamming distance between
output trajectories of S1 and S2 is less than 2s + 1. We show
that S1 and S2 are similar modulo outputs. By assumpton
the Hamming distance between output trajectories of S1 and
S2 is less than 2s + 1 and it follows from this assumption
that there exist at least p − 2s sensors in each system which
have the same output sequence for the given input time
series. Now we show these p − 2s sensors to be enough
to conclude that both systems are similar modulo outputs.
Without loss of generality we assume these p − 2s sensors
to be indexed from 1 to p−2s in both systems, we denote the
restriction of the outputs to these indices by Y1 . Therefore
the output space can be decomposed as Y1 × Y2 , where Y2
represents the space of the remaining 2s outputs. Consider
systems Si = (T, U × Y1 × Y2 , Bi ) for i ∈ {1, 2} and their
corresponding quotient systems Qi = (T, U × Y1 , BiQ ) for
i ∈ {1, 2}, where BiQ = Π1 Bi and Π1 is the projection map
onto the first p − 2s coordinates. Proposition 4 implies that
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Si ∼ Qi for i ∈ {1, 2}. Since the input is sufficiently rich
for identification, the quotient systems should have the same
behavior, i.e., Q1 = Q2 and therefore Q1 ∼ Q2 . Similarity
modulo outputs is an equivalence relation and we conclude
that S1 ∼ Q1 ∼ Q2 ∼ S2 .
C. Proof of Theorem 2
In this section, we show that under a 2s-sparse observability assumption, it is possible to construct a model that
can be used for stabilization of system S. First we show that
our method can identify all the attack-free sensors possibly
with some sensors that are under a special kind of attacks
that we call ineffective. The reason behind this terminology
comes from the fact that such attacks cannot prevent us from
stabilizing the plant. Using any identification algorithm, one
can identify a model for (u, y|O ), where O is the subset
chosen by our method. This model is guaranteed to be similar
modulo outputs to S. Furthermore, we show that this model
can be used to stabilize the underlying LTI system, i.e., if the
controller stabilizes this hypothetical system, it also stabilizes
S.
We now explain how this class can help us identify an
appropriate set of sensors for the identification. Corollary 1
implies that for any set O ⊆ {1, . . . , p} such that |O| = p − s,
S|O lies in the same equivalence class as S, i.e., S|O ∈ [S].
Note that S|O is an s-sparse observable system. Therefore for
any subset of size p − 2s of O, denoted by O0 , we know that
S|O0 ∼ S|O and therefore S|O0 ∼ S. If the data were attackfree, then any of these subsets are sufficient to reconstruct
[S], however, some sensors are under attack.
We start by finding a group of p − s sensors, O, such
that for all subsets O0 of O with |O0 | = p − 2s, the time
series (u, y|O0 ) can be explained by a system which is similar
modulo outputs to (u, y|O ). Note that by proposition 4 and
corollary 1 this is exactly the same as finding any subset, O,
such that (u, y|O ) can be explained by an s-sparse observable
system. We denote this system by S0 and we claim that
S0 ∼ S. At most s sensors are under attack so there exists
a subset of size p − 2s of O, denoted by O0clean , such that
(u, y|O0 ) is an attack-free time series. Therefore O suffices
clean
to find this equivalence class, and it contains at least p − 2s
attack-free sensors. Note that this set may contain some of
attacked sensors, however they are ineffective in misleading
us, and still result in the same class. We can further consider
other subsets that satisfy this condition and take the union
of all such groups for identification. Clearly one subset
corresponds to p − s attack-free sensors which satisfies the
test.
Now, we are ready to prove Theorem 2.
Proof: Since at most s sensors are under attacks, there
exists a set O ⊆ {1, . . . , p} with |O| = p − s that (u, y|O ) can
be explained by an s-sparse observable system. Furthermore,
there exists a subset of O, denoted by Oclean that corresponds
to p − 2s attack-free sensors. Note that assumption 2 implies
that S0 |Oclean = S|Oclean . Corollary 1 implies that S0 ∼ S0 |Oclean
and S|Oclean ∼ S, therefore S ∼ S0 .

Pick any arbitrary minimal state-space realizations of S
and S0 denoted by (A, B,C, D) and (A0 , B0 ,C0 , D0 ), respectively. Lemma 1 implies that there exists a linear change
of coordinates, P, such that A0 = PAP−1 and B = PB0 .
Let us denote the state sequences corresponding to these
realizations by x and x0 , respectively. According to the
definition of similarity modulo outputs and given the fact
that both systems have same input sequences, we know that
x0 (t) = Px(t). The controller makes S0 asymptotically stable,
i.e., lim kx0 (t)k = 0. Note that kx(t)k ≤ kP−1 kkx0 (t)k, so
t→∞
lim kx(t)k = 0. We conclude that the same control input
t→∞
makes S asymptotically stable.
V. C OMPUTATION
In this section we analyze the computational part of our
method. As it was mentioned in the last section, we need to
check if (u, y|O ) can be explained by an s-sparse observable
system, i.e., any s outputs of the hypothetical system are
observable given the input and the remaining outputs.
One way to do so is by constructing the kernel realization
of the hypothetical system and then checking its observability.
Instead, we proceed by direct checking the behavioral
definition of observability. Let us consider an LTI system
(N0 , U × Y1 × Y2 , B), we aim to check if y2 is observable
from (u, y1 ). According to the definition, we need to check
N
the existence of a map from (U × Y1 )N0 to Y2 0 that maps
(u, y1 ) to y2 . Since the underlying system is LTI, this map
should be linear and causal. We know the lag of the underlying behavior is upper bounded by lmax , therefore we need
to check the existence of linear mappings Lu : Ulmax +1 → Y2
and Ly1 : Yl1max +1 → Y2 such that:
y2 (t) = Lu (u(t), . . . ,u(t − lmax ))

+ Ly1 (y1 (t), . . . , y1 (t − lmax )),

(7)

∀t ∈ {lmax , . . . , T − 1},

where T is the length of time series.
Lemma 2: Linear mappings Lu : Ulmax +1 → Y2 and
(7) exist if and only
Ly1: Yl1max +1 → Y2 satisfying

if y2 (lmax ), . . . , y2 (T − 1) lies in the row space of
Hlmax +1 (u, y1 ).
Proof: The proof is omitted due to the space constraint
[13].
Algorithm 1 summarizes the proposed method. This algorithm has an exponential worst-case run-time complexity
with respect to p and s.
VI. C ONCLUSIONS AND FUTURE WORK
A. Conclusions
We considered the problem of system identification of LTI
systems under adversarial attacks. We imposed no restriction
on the outputs attacked by the adversary. Given a bound on
the number of attacked sensors, and under a suitable sparse
observability assumption, we showed that it is possible to
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Algorithm 1: Pseudo-code of the proposed method.
Let Oi for i ∈ {1, . . . , imax } denote all possible subsets
of size p − s of {1, . . . , p};
Let Oi, j for j ∈ {1, . . . , jmax } denote all possible subsets
of size p − 2s of Oi ;
input : u (Input), y (output), nmax , lmax , s ;
output: O ⊆ {1, 2, . . . , p} ;
O ← 0/ ;
for i ← 1 to imax
 do

flag ← rank Hlmax +1 (u, y|Oi ) ;
j ← 1;


while flag = rank Hlmax +1 (u, y|O0i, j ) do
if j = jmax then
O ← Oi ∪ O ;
break;
end
increment j;
end
end
return O

construct a meaningful model that enables stabilization of
the unknown system. Although such a model is not unique
we provided a precise characterization of which models can
be distinguished by sensor measurements under attack. We
defined the notion of similarity modulo outputs and showed
that all of such models are similar modulo outputs. This
generalizes the ideas of equivalent systems in classical linear
systems theory to the case when there are sensor attacks.
B. Future work
The proposed algorithm has an exponential worst-case
run-time complexity with respect to the number of sensors.
One direction that we are currently pursuing is leveraging
satisfiability modulo theory solvers [20] in order to improve
the computational complexity.
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J. Rushby, D. Sadigh, and S. Seshia, “Safety envelope for security,”
in ACM Proceedings of the 3rd international conference on High
confidence networked systems, pp. 85–94, 2014.
[28] J. C. Willems and J. W. Polderman, Introduction to mathematical
systems theory: a behavioral approach, vol. 26. Springer Science
& Business Media, 2013.
[29] I. Markovsky, J. C. Willems, S. Van Huffel, and B. De Moor, Exact
and approximate modeling of linear systems: A behavioral approach,
vol. 11. SIAM, 2006.

7182

